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Information Security
Resource List

The following list outlines best practices and resources to assist financial institutions with
developing, documenting, and maintaining an Information Security Program. Use of these
resources is voluntary. The list is not exhaustive and does not include all available resources.
The Washington State Department of Financial Institutions does not endorse or recommend

any of the listed organizations, products, or solutions.

Management and Compliance:
e Cybersecurity Resource Guide for Financial Institutions

e FFIEC IT Examination Handbook InfoBase - Home

e National Institute of Standards and Technology — Cybersecurity Framework
e Home Page | CISA
e Cybersecurity and Privacy Reference Tool | CSRC (nist.gov)

e Cybersecurity Planning Guide

e Ransomware Self-Assessment Tool | CSBS

e Security and Privacy Controls for Information Systems and Organizations (nist.gov)

e NIST Cybersecurity Framework 2.0: Small Business Quick-Start Guide

e Small Business Cybersecurity Corner | NIST

e Cyber Guidance for Small Businesses | CISA

e Cybersecurity for Small Business | Federal Trade Commission (ftc.gov)

e Strengthen your cybersecurity | U.S. Small Business Administration (sba.gov)

e Cyber Resilience Review Supplemental Resource Guides | CISA
e Cybersecurity 101 | CSBS

e Secure Our World | CISA

e Free Cybersecurity Services & Tools | CISA

Risk Assessment:
e NIST — Guide for Conducting Risk Assessments

e NIST Risk Management Framework | CSRC

please report hyperlink errors and resource suggestions to Jacob.Monson@dfi.wa.gov


http://www.dfi.wa.gov/cs
https://www.ffiec.gov/press/pdf/FFIECCybersecurityResourceGuide2022ApprovedRev.pdf
https://ithandbook.ffiec.gov/
https://www.nist.gov/cyberframework
https://www.cisa.gov/
https://csrc.nist.gov/Projects/cprt/catalog#/cprt/home
https://transition.fcc.gov/cyber/cyberplanner.pdf
https://www.csbs.org/ransomware-self-assessment-tool
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1300.pdf
https://www.nist.gov/itl/smallbusinesscyber
https://www.cisa.gov/cyber-guidance-small-businesses
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity
https://www.sba.gov/business-guide/manage-your-business/strengthen-your-cybersecurity
https://www.cisa.gov/resources-tools/resources/cyber-resilience-review-supplemental-resource-guides
https://www.csbs.org/data-tools/cyber101
https://www.cisa.gov/secure-our-world
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-30r1.pdf
https://csrc.nist.gov/Projects/risk-management

Access Control:
e Access Control Policy and Implementation Guides | CSRC (nist.gov)

e Zero Trust Maturity Model Version 2.0 (cisa.gov)
e Role Based Access Control | CSRC (nist.gov)

e General Access Control Guidance for Cloud Systems (nist.gov)
e Multi-Factor Authentication | NIST
e Implementing Phishing-Resistant MFA

Patch Management:
e Guide to Enterprise Patch Management Planning: Preventive Maintenance for Technology

(nist.gov)

Data Protection:
e How to Protect the Data that is Stored on Your Devices | CISA

e Module 4: Protecting Your Data in Transit | CISA
e Encryption | CISA

Secure Software Development:
e OWASP Secure Coding Practices - Quick Reference Guide | Secure Coding Practices | OWASP
Foundation
e OWASP Top Ten | OWASP Foundation
e OWASP Top 10 API Security Risks —2023 - OWASP API| Security Top 10

Configuration and Change Management:
e CRR Supplemental Resource Guide, Volume 3: Configuration and Change Management (cisa.gov)

Incident Response:
e CRR Supplemental Resource Guide, Volume 5: Incident Management (cisa.gov)

e Incident Response Plan (IRP) Basics (cisa.gov)

e Data Breach Response: A Guide for Business | Federal Trade Commission (ftc.gov)

Vulnerability Management:
e CRR Supplemental Resource Guide, Volume 4: Vulnerability Management (cisa.gov)
e Cyber Hygiene Services | CISA

Security Awareness Training:
e CRR Supplemental Resource Guide, Volume 9: Training and Awareness (cisa.gov)

please report hyperlink errors and resource suggestions to Jacob.Monson@dfi.wa.gov


https://csrc.nist.gov/Projects/access-control-policy-and-implementation-guides
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://csrc.nist.gov/projects/role-based-access-control
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-210.pdf
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-authentication
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r4.pdf
https://www.cisa.gov/resources-tools/training/how-protect-data-stored-your-devices
https://www.cisa.gov/audiences/high-risk-communities/projectupskill/module4
https://www.cisa.gov/safecom/encryption
https://owasp.org/www-project-secure-coding-practices-quick-reference-guide/stable-en/02-checklist/05-checklist
https://owasp.org/www-project-secure-coding-practices-quick-reference-guide/stable-en/02-checklist/05-checklist
https://owasp.org/www-project-top-ten/
https://owasp.org/API-Security/editions/2023/en/0x11-t10/
https://www.cisa.gov/sites/default/files/publications/CRR_Resource_Guide-CCM_0.pdf
https://www.cisa.gov/sites/default/files/publications/CRR_Resource_Guide-IM_0.pdf
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.ftc.gov/business-guidance/resources/data-breach-response-guide-business
https://www.cisa.gov/sites/default/files/publications/CRR_Resource_Guide-VM_0.pdf
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/sites/default/files/publications/CRR_Resource_Guide-TA_0.pdf

e Cybersecurity Awareness & Training | CISA

e National Cyber Awareness System alerts

Vendor Management:
e Microsoft Word - Workshop Brief on Cyber SCRM Vendor Selection and Management.docx

(nist.gov)

e Going Beyond: Assessing Security Practices of IT Service Providers | CISA

e CISA Insights: Risk Considerations for Managed Service Provider Customers
e |CT Supply Chain Resource Library | CISA
e Assisting Small and Medium-sized Businesses Assess Vendors and Suppliers Fact Sheet | CISA

e QOperationalizing Vendor Supply Chain Risk Management Template for Small and Medium-Sized

Businesses and Excel | CISA

e Securing Small and Medium-Sized Business Supply Chains: A Resource Handbook to Reduce

Information and Communication Technology Risks (cisa.gov)

please report hyperlink errors and resource suggestions to Jacob.Monson@dfi.wa.gov


https://www.cisa.gov/cybersecurity-awareness-training
https://www.cisa.gov/resources-tools/services/national-cyber-awareness-system
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-SCRM-Vendor-Selection-and-Management.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-SCRM-Vendor-Selection-and-Management.pdf
https://www.cisa.gov/news-events/news/going-beyond-assessing-security-practices-it-service-providers
https://www.cisa.gov/sites/default/files/publications/cisa-insights_risk-considerations-for-msp-customers_508.pdf
https://www.cisa.gov/ict-supply-chain-resource-library
https://www.cisa.gov/resources-tools/resources/assisting-small-and-medium-sized-businesses-assess-vendors-and-suppliers-fact-sheet
https://www.cisa.gov/resources-tools/resources/operationalizing-vendor-scrm-template-smbs
https://www.cisa.gov/resources-tools/resources/operationalizing-vendor-scrm-template-smbs
https://www.cisa.gov/sites/default/files/2023-01/Securing-SMB-Supply-Chains_Resource-Handbook_508.pdf
https://www.cisa.gov/sites/default/files/2023-01/Securing-SMB-Supply-Chains_Resource-Handbook_508.pdf

