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Bank Secrecy Act Guidance and Exam Procedures
While preparing the Division of Credit Unions’ Compliance Manual to be published in 2014, we
noticed that Bulletin B-05-07 had out-of-date information. Bulletin B-05-07 is now cancelled
and this Bulletin will replace it.
On April 29, 2010, the Federal Financial Institution Examination Council (FFIEC) released new
examination procedures relating to the Bank Secrecy Act (BSA) and Anti-Money Laundering
(AML) as well as the BSA/AML infobase. Both of these resources provide excellent guidance
and cover a wide variety of BSA/AML topics. These resources can be found on the FFIEC
website at www.ffiec.gov. The specific webpage URLs are:
•
•

Exam manual – http://www.ffiec.gov/bsa_aml_infobase/documents/bsa_aml_man_2010.pdf
InfoBase - http://www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_003.htm

The good news is that many of the procedures discussed in the exam manual and infobase do not
apply to a majority of Washington state chartered credit unions. However, credit union
leadership needs to institute policies, procedures and processes that are appropriate for the
unique BSA/AML challenges and exposures that their credit unions encounter. It is very
important that these policies, procedures, and processes be consistently applied to all areas of a
credit union’s business structure.
On March 11, 2011 Financial Crimes Enforcement Network (FinCEN) transferred the BSA
regulations found at 31 C.F.R. 103 to 31 C.F.R. Chapter X, Part 1020.
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BSA/AML Activities a Credit Union Should Perform
The key to BSA/AML compliance for most credit unions will be performing an in-depth risk
assessment. Management should focus greater compliance efforts on the business lines that
present the most risk to their credit union.
The following are core areas of compliance that should be addressed by all credit unions:
•
Customer identification program
•
Customer due diligence (these are policies, procedures and processes that assist your credit
union in detecting, monitoring and reporting suspicious activity
•
Suspicious Activity Reporting (SAR)
•
Currency Transaction Reporting (CTR)
•
CTR exemptions
•
Purchase and sale of monetary instruments
•
Funds transfers
•
Information sharing (BSA includes statutory and regulatory requirements for special
information sharing procedures to deter money laundering and terrorist activities, such as
sharing information with FinCEN)
Note that the Office of Foreign Assets Control (OFAC) requirements are separate and distinct
from the BSA. All credit unions must also comply with OFAC’s regulations.
All the areas listed above, plus OFAC requirements, and any other areas of concern as
determined by your credit union’s business lines should be included in an analysis of the
BSA/AML risk assessment that your credit union performs. We recommend that your credit
union use Appendix I (BSA/AML Examination Questions) as a self-assessment to aid
management in performing the risk assessment. This attached questionnaire will help your credit
union identify areas of weakness and then address concerns. This questionnaire is not to be
submitted to the Division.
Division examiners will ask to see your credit union’s most recent risk assessment during the
examination. Examiners will use this risk assessment to help set the scope for the BSA/AML
portion of the exam. Division examiners will also ask for and review the BSA independent
testing report.
Also attached to this Bulletin are Appendices II and III. Appendix II illustrates the importance of
the risk assessment and how the risk assessment is linked to the credit union BSA/AML
compliance program. Appendix III suggests possible appropriate risk weightings that examiners
will use for a variety of the risk elements that credit unions may encounter.
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Division Exam Procedures
Examiners will focus significant attention on the following areas:
• Board approved policies
• Training appropriate to the level of staff involvement
• Credit union transaction monitoring and reporting procedures
• Independent testing of credit union BSA/AML efforts, either by independent credit union
staff or a third party
Examiners will also sample individual transactions for testing compliance with regulatory
guidance and credit union policies and procedures.
Resources
BSA/AML guidance for credit unions can be found at the following websites:
• FFIEC – www.ffiec.gov
• FinCEN – www.fincen.gov
• CUNA Compliance – www.cuna.org/compliance
• NWCUA Compliance - www.compliance.nwcua.org
• NASCUS On-line University – www.nascusonline.org
If you have any questions regarding this bulletin, please contact Doug Lacy-Roberts at (360)
902-0507 or email doug.lacy-roberts@dfi.wa.gov.

Attachments:
Appendix I:

Exam procedures for Bank Secrecy Act
(source: NCUA AIRES Questionnaires)

Appendix II: Risk Assessment Link to the BSA/AML Compliance Program
(source: FFEIC BSA/AML Examination Manual)
Appendix III: Quality of Risk Matrix
(source: FFIEC BSA/AML Examination Manual)

