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Information Security
Resource List

The following alphabetical list of information security resources is provided for use at individual discretion. The list is not a complete
or comprehensive list of all available resources. The Washington State Department of Financial Institutions does not endorse or
recommend any of the listed organizations, products, or solutions.

e 5 Steps to Better Business Cybersecurity
Better Business Bureau (BBB)

e Basic Components of an Information Security Program
Mortgage Bankers Association (MBA)

e Complying with the Safequards Rule
Federal Trade Commission (FTC)

e CIS Controls Implementation Guide for Small- and Medium-Sized Enterprises
Center for Internet Security (CIS)

e Cybersecurity 101: A Resource Guide for Bank Executives
Conference of State Bank Supervisors (CSBS)

e Cybersecurity for Small Business
Small Business Administration (SBA)

e Cyber Security Planning Guide
Federal Communications Commission (FCC)

e DigiKnow Small Business Cybersecurity Workbook
Delaware Department of Technology and Information

e FTC Business Center
Federal Trade Commission (FTC)

o Privacy and Security
o Protecting Small Businesses

e FTC Data Security
The Federal Trade Commission (FTC)

o Data Breach Response: A Guide for Business
o Start with Security: A Guide for Business

e Homeland Security — Cybersecurity
Department of Homeland Security (DHS)

o Incident Reporting
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https://www.bbb.org/council/for-businesses/cybersecurity/
https://www.mba.org/2015-press-releases/sept/mba-releases-new-white-paper-on-information-security
https://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-customer-information-complying
https://www.cisecurity.org/white-papers/cis-controls-sme-guide/
http://www.csbs.org/CyberSecurity/Documents/CSBS%20Cybersecurity%20101%20Resource%20Guide%20FINAL.pdf
https://www.sba.gov/tools/sba-learning-center/training/cybersecurity-small-businesses
https://www.fcc.gov/cyberplanner
https://digiknow.dti.delaware.gov/pages/cybersecuritybusiness.shtml
https://www.ftc.gov/tips-advice/business-center
https://www.ftc.gov/tips-advice/business-center/privacy-and-security
https://www.ftc.gov/about-ftc/bureaus-offices/bureau-consumer-protection/small-business
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/data-security
https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/start-security-guide-business
https://www.dhs.gov/topic/cybersecurity
https://www.dhs.gov/publication/law-enforcement-cyber-incident-reporting-documents

Identity Theft.gov
““one-stop resource for identity theft victims.”

Information Security Risk Assessment
Federal Financial Institutions Examination Council (FFIEC)

Media Handling and Data Disposal Best Practices
Washington State Office of the Chief Information Officer

NIST Special Publications 800 Series
National Institute of Standards and Technology (NIST)

o NIST Small Business Information Security: The Fundamentals (Revision 1)
o NIST Guide for Conducting Risk Assessments (800-30 Revision 1)
o NIST Digital Identity Guidelines: Authentication and Lifecycle Management (800-63B)

= Section 10.2.1 -Usability Considerations / Memorized Secrets
= Appendix A — Strength of Memorized Secrets

OnGuardOnline
The Federal Trade Commission (FTC)

o Securing Your Wireless Network
o Malware

Privacy Rights Clearinghouse
The Privacy Rights Clearinghouse provides data breach lists by year and industry.

Privacy Tips and Tools
Washington State Office of Privacy and Data Protection

Security Breach Notification Laws by State
National Conference of State Legislatures (NCSL)

Small Business Big Threat
Michigan Small Business Development Center

StaySafeOnline.org
National Cyber Security Alliance

Stop.Think.Connect
National Cyber Security Alliance

o Lock Down Your Login

US-CERT
United States Computer Emergency Readiness Team (US-CERT)

o Securing Wireless Networks
o Securing Your Web Browser
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https://www.identitytheft.gov/
https://ithandbook.ffiec.gov/it-booklets/management/iii-it-risk-management.aspx
https://ocio.wa.gov/policy/media-handling-and-data-disposal-best-practices
http://csrc.nist.gov/publications/PubsSPs.html
http://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf
https://www.consumer.ftc.gov/features/feature-0038-onguardonline
https://www.consumer.ftc.gov/articles/0013-securing-your-wireless-network
https://www.consumer.ftc.gov/articles/0011-malware
https://www.privacyrights.org/
http://privacy.wa.gov/privacy-tips
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://smallbusinessbigthreat.com/
http://staysafeonline.org/business-safe-online/business-safe-online/
http://stopthinkconnect.org/tips-and-advice/
https://www.lockdownyourlogin.org/
https://www.us-cert.gov/ncas/tips
https://www.us-cert.gov/ncas/tips/ST05-003
https://www.us-cert.gov/publications/securing-your-web-browser

