Information Security Topics
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¢ Assigning Responsibility of e Disaster Recovery Plan e Hiring and Departure Policies
Overall Program « Information Security Incident e Access Privileges

¢ Written Policies and Procedures Response Plan  Employee Information Security

® Risk Assessment ¢ Data Backup Awareness / Prevention Training

¢ Testing Controls
¢ VVender Management
¢ Data Classification
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Protection (firewall, anti-malware,
intrusion detection system, etc.)
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e Building Security

* Clean Desk Policy eNetwork Devices and Design

* Data Disposal ePatch Management

e Environmental Damage eSoftware
Prevention (fire, temperature, eData Transmission and File Sharing
etc.) *Web Applications

*Mobile Devices
eUser Access / Provisioning
eData Disposal
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