

http://www.ffiec.gov
http://www.ffiec.gov/bsa_aml_infobase/documents/BSA_AML_man.pdf
http://www.ffiec.gov/bsa_aml_infobase/default.htm

e Information Sharing (BSA includes statutory and regulatory requirements for special
information sharing procedures to deter money laundering and terrorist activities, such as
sharing information with FinCEN)

Note that OFAC requirements are separate and distinct from the BSA. All credit unions must
also comply with OFAC’s regulations.

All the areas listed above, OFAC, and any other areas of concern as determined by your credit
union’s business lines should be included in an analysis of the BSA/AML risk assessment that
your credit union performs. We recommend that your credit union use Appendix I (BSA/AML
Self Assessment) to aid management in performing the risk assessment. This attached
questionnaire will help your credit union identify areas of weakness and then address concerns.
This questionnaire is not to be submitted to the Division.

Division examiners will ask to see your credit union’s most recent risk assessment during the
examination. Examiners will use this risk assessment to help set the scope for the BSA/AML
portion of the exam. Division examiners will also ask for and review the BSA independent
testing report.

Also attached to this Bulletin are Appendices II and III. Appendix II illustrates the importance
of the risk assessment and how the risk assessment is linked to the credit union BSA/AML
compliance program. Appendix III suggests possible appropriate risk weightings that examiners
will use for a variety of the risk elements that credit unions may encounter.

Division Exam Procedures
Examiners will focus significant attention on the following areas:
e Board approved policies
e Training appropriate to the level of staff involvement
e Credit union transaction monitoring and reporting procedures
¢ Independent testing of credit union BSA/AML efforts, either by independent credit
union staff or a third party

Examiners will also sample individual transactions for testing compliance with regulatory
guidance and credit union policies and procedures.

Resources
BSA/AML guidance for credit unions can be found at the following websites:
e FFIEC — www.ffiec.gov (click on BSA/AML Examination Database)
¢ FinCEN — www.fincen.gov (click on BSA guidance)
e CUNA Compliance — www.cuna.org/compliance (webinars & training)
e WA CU League Compliance Manual- www.compliance.waleague.org (look under
Resources tab & under Operations & Security Tab, also see the June 9th Webinar.)
e NASCUS On-line University — www.nascusonline.org

Please contact Doug Lacy-Roberts at (360) 902-0507, if you have any questions about this
Bulletin.


http://www.ffiec.gov
http://www.fincen.gov
http://www.cuna.org/compliance
http://www.compliance.waleague.org
http://www.nascusonline.org

APPENDIX 1: For more information, hover over the note icon in the yellow column.

Bank Secrecy Act (BSA) & Anti-money Laundering (AML) Self Assessment

Yes/No

Comments

Basic Requirements - Policy
1.0.0 |Has management established and your credit union's E]
board of directors approved an appropriate written
program to assure the CU meets BSA reporting and
recordkeeping requirements?
1.0.a e Internal Controls (748.2c1) =]
1.0.b | e Independent Testing (748.2c2) (=
1.0.c | e Responsible Individual (748.2c3) - =
1.0.d | e Training (748.2c4) =
1.0.e | e Customer Identification (748.2b) g (=)
Basic Requirements - Risk Assessment T
2.0. Has a risk assessment been performed which assists
CU personnel to effectively manage BSA/AML risk?
The risk assessment is important in helping
management to tailor the BSA/AML program to address
the particular risks inherit to your credit union's
operations. Some of the things to consider are your
credit union's mix of products, services, customers and
geographic locations.
2.0(a) |[If so, is this risk assessment documented? Has your @
credit union received correspondence from law
enforcement or outside regulatory agencies relating to
BSA compliance since the last examination?
Basic Requirements - Independent Testing
3.0. Is your credit union's independent testing adequate for =
the size and complexity of the institution? 748.2c2
3.0(a) |[Is the independent testing for BSA/AML compliance

performed by an individual(s) who are knowledgeable
about BSA/AML regulations and who are completely
independent from the day-to-day BSA/AML operations

of your credit union.

Basic Req

uirements - Customer Identification Program (CIP)



mdickens
Note
Each credit union is required to have a compliance program that includes:  (1) a system of internal controls to ensure ongoing compliance; (2) testing for compliance by the credit union or outside party; (3) a compliance officer responsible for monitoring day-to-day compliance; and (4) training for appropriate employees.

mdickens
Note
Internal controls are the credit union’s policies, procedures, and processes designed to limit and control risks and to achieve compliance with BSA.  The sophistication of internal controls should be commesurate with the size, structure, risks, and complexity of the bank.  Large, complex credit unions may implement departmental internal controls that address risks and compliance requirements unique to a particular line of business; departmental internal controls are part of a comprehensive BSA/AML compliance program.

Internal controls should: identify operations more vulnerable to abuse by money launderers, provide for periodic updates to the credit union’s risk profile, provide for program continuity despite changes in staff, meet regulatory requirements, identify reportable transactions, provide for dual controls and segregation of duties, provide sufficient controls and monitoring systems for timely detection oand reporting of suspicious activity, provide for adequate supervision of employees that engage in any activity covered by BSA, incorporate BSA compliance into job descriptions and performance evaluations of appropriate personnel, and otherwise mitigate BSA/AML risk exposure.

mdickens
Note
Independent testing should be conducted by the internal audit department, outside auditors, consultants, or other qualified independent parties.  Persons conducting BSA/AML testing should report directly to the board of directors or to a designated committee of the board, such as the supervisory committee.  

There is no regulatory requirement to conduct annual independent testing.  However, annual testing is a sound practice and strongly recommended for credit unions with limited internal controls.  

When a credit union chooses to test less frequently (i.e. 18 months), the credit union should be able to demonstrate a strong history of compliance, board approval of the longer testing plan, and reasonable belief that existing internal controls function appropriately.

mdickens
Note
The credit union must designate a qualified individual to serve as the BSA compliance officer.  This person coordinates and monitors day to day compliance with BSA.  

While the title of the person responsible for overall BSA/AML compliance is not important, the level of authority and responsibility is critical.  The compliance officer must have sufficient authority (access to board and/or supervisory committee) and resources (monetary, physical, and personnel) to administer and effective BSA/AML compliance program based on the credit union’s risk profile. 

Appointment of a BSA compliance officer is not sufficient to meet the regulatory requirement if that person does not have the expertise, authority, or time to satisfactorily complete the job.

mdickens
Note
Appropriate personnel must be trained in applicable aspects of BSA.  Training should include regulatory requirements and the credit union’s internal BSA/AML policies, procedures, and processes.  At minimum, the training program must provide training for all personnel whose duties require knowledge of BSA.  Board members and senior management must also be familiar with the importance of BSA/AML regulatory requirements, ramifications of noncompliance, and the risks posed to the credit union.
Credit unions should document their training programs.  Training and testing materials, the dates of training sessions, and attendance records should be maintained by the bank and be available for examiner review.

mdickens
Note
As of October 1, 2003, all financial institutions must have a written customer identification program (CIP) that is incorporated into the BSA/AML compliance program.  The CIP is intended to enable the credit union to form a reasonable belied that it knows the true identity of each customer.  The CIP must include account opening procedures that specify the identifying information that will be obtained from each customer.  It must also include reasonable and practical risk-based procedures for verifying the identity of each customer. 

mdickens
Note
Correspondence from law enforcement and outside parties (such as FinCEN or the IRS Detroit Computing Center) should be carefully reviewed and considered while establishing the scope of BSA review. 

mdickens
Note
Independent testing refers to testing by a party not involved in or supervised by a person involved with BSA compliance.  

Extent and type of testing should be comprehensive, timely, and adequate.  It should address:
* the credit union's assessment of BSA risk,
* effectiveness of overall compliance program,
* BSA reporting and recordkeeping requirements,
* transaction testing in all areas (share and loan products),
* adequacy of training provided to staff and officials, and
* timeliness of program review and enhancement by board of directors.


4.0.0 [Has your credit union established a Customer =
(member) Identification Program (CIP)? 103.121

4.0.a [a. Does the CIP require the minimum information
(name, date of birth, address, identification number)
prior to opening an account? 103.121b2

4.0.b |b. Does the CIP require verification of the information @
obtained? 103.121b2

4.0.c |c. Does your CU have a process for handling
exceptions to the standard CIP policy?

4.0.d |d. Does your CU keep CIP data for five years after the E]
account is closed and CIP documents for, at least, five
years after account is opened?
Basic Requirements - CU Training Program

5.0. Is your credit union's training adequate for the size and

complexity of your institution? 748.2c4
Basic Requirements - CU BSA Officer Knowledge & Qualifications

6.0. Does your credit union's BSA officer have appropriate
knowledge, resources, and authority - commesurate
with the complexity of your credit union's operations?

Basic Requirements - Information Sharing (FinCEN)

7.0. Has your CU designated an accurate point of contact @
on the most recent 5300 to receive 314a information
requests from FinCEN regarding investigations of
terrorist activity or money laundering? 103.100b2iii

7.0.a |e Is your CU accessing the electronic list on FInCEN's
secure website or receiving fax transmissions?
103.100b

7.0.b |e Does your CU begin its search, required by the 314a @
information request, promptly and complete it within 2
weeks, reporting any matches to FinCEN upon
detection? 103.100b2

Reporting - Currency Transaction Reports (CTR)
8.0. Does your credit union have an adequate process for

identifying transactions that require completion of a

Currency Transaction Report (CTR)? 103.122



mdickens
Note
When establishing a CIP, a credit union should conduct a risk assessment of its customer base and product offerings.  In determining risks, consider the types of accounts offered (member, business, etc), methods of opening accounts (in person, online, indirect relationships, etc), types of identifying information available (documentary, non-documentary, etc), and the credit union’s size, location, and field of membership.

CIP applies to “customers”.  A customer is a person (individual, corporation, partnership, trust, estate, or any other entity recognized as a legal person) who opens a new account for: itself, another individual lacking legal capacity, or an entity that is not a legal person (e.g. civic club).

Excluded from the definition of customer are federally regulation banks (all financial institutions regulated by NCUA, FDIC, FRB, OCC, or OTS), banks regulated by a state bank regulator, governmental entities, and publicly traded companies as described in 13 CFR 103.22(d)(2)(ii) through 103.22(d)(2)(iv).

mdickens
Note
For a U.S. person, the identification number is the taxpayer identification number; for a non-U.S. person, it can be a taxpayer identification number, passport number and country of issuance; alien identification card number, or number and country of issuance of any other government-issued document bearing a photo or similar safeguard.

mdickens
Note
Credit union must have a reasonable belief that identity of an individual is known.  

For a U.S. person, the identification number is the taxpayer identification number; for a non-U.S. person, it can be a taxpayer identification number, passport number and country of issuance; alien identification card number, or number and country of issuance of any other government-issued document bearing a photo or similar safeguard.

mdickens
Note
Best Practice Issue - This question is not related to a regulatory requirement.  Credit unions should have a process for handling requests for membership when the person cannot provide the identifying documents required in the CIP policy.  For example, disabled individuals may not have driver’s licenses or minors may not have state issued identification.  The CIP should provide for a second level of acceptable documents or a contingency plan, such as referring the person’s application to the BSA compliance officer for further investigation and consideration.

mdickens
Note
At minimum, the credit union must retain the identifying information (name, address, date of birth, TIN, and any other information required by CIP) for five years after the account is closed.  For credit cards, the retention period is five years after the account closes or becomes dormant.  

The bank must also keep a description of the following for five years after the record was made:
• Any document relied on to verify identity - noting the type of document, the identification number, the place of issuance, and (if any) the date of issuance and expiration date.
• The method and the results of any measures taken to verify identity.
• The results of any substantive discrepancy discovered when verifying identity.

mdickens
Note
Training should be ongoing and incorporate current developments and changes to BSA and any related regulations.  Changes to internal policies, procedures, processes, and monitoring systems should also be covered during training.  The program should reinforce the importance the board places on compliance with BSA and ensure all employees understand their role.

Training should be tailored to a person’s specific responsibilities.  In addition, an overview of BSA/AML requirements should be given to new staff.  Examples of money laundering activity and suspicious activity monitoring and reposting should be tailored to each individual audience.  For example, training for tellers should focus on examples involving large currency transactions or other suspicious activities; training for the loan department should provide examples involving money laundering through lending arrangements.

mdickens
Note
Accurate point of contact information must be provided on the quarterly call report.  This information is reported to FinCEN as a control over access to 314a request lists and the 314a secure web site.

If information is not correct and current, examiners should file a corrected call report, with correct point of contact information.

mdickens
Note
The credit union must obtain the 314a request list, which is usually published every two weeks on Monday or Tuesday.  Credit unions signed up for fax gtransmission will receive a fax from FinCEN.  Credit unions reporting email points of contact must register with FinCEN and then log into the 314a secure web site to view or download the current 314a request list.

Credit unions may use a third party servicer provider to compare the 314a request list to member accounts.  If a third party is used, the credit union remains responsible for accessing FinCEN’s web site and providing the third party with the most recent 314a list.  FinCEN does not grant independent web site access to third party vendors.

mdickens
Note
Credit union must search records “expeditiously”; FinCEN may establish a shorter deadline than two weeks for some requests.

Credit union must search its records for:
    (A) Any current account maintained for a named suspect;
    (B) Any account maintained for a named suspect during the preceding twelve months; and
    (C) Any transaction, as defined by Sec. 103.90(d), conducted by or on behalf of a named suspect, or any transmittal of funds conducted in which a named suspect was either the transmittor or the recipient, during the preceding six months that is required under law or regulation to be recorded by the financial institution or is recorded and maintained electronically by the institution.

mdickens
Note
Credit union should have a process for aggregating same day transactions conducted on multiple accounts owned by the same member, multiple currency transactions, same day transactions conducted at multiple branches, and transactions conducted through third party systems, such as shared branching or ATM networks, and not posted to member share records on the day of conduct.

Multiple currency transactions shall be treated as a single transaction if the financial institution has knowledge that they are by or on behalf of any person and result in either cash in or cash out totaling more than $10,000 during any one business day (or in the case of the Postal Service, any one day). Deposits made at night or over a weekend or holiday shall be treated as if received on the next business day following the deposit.


8.0.a

e Does your CU file a CTR, Form 104, with the IRS for
all transactions (103.22b), and multiple transactions in
currency occurring in one day greater than $10,000 in
currency (103.22c), unless the transaction is exempt
from reporting?

8.0.b

e |s the CTR filed within 15 days after the transaction
occurs? 103.27al

8.0.c

e Does your CU properly exempt permitted persons
from CTR filing by filing a "Designation of Exempt
Person" form? 103.22d2 and 103.22d3

8.0d

e For exempt persons, does your CU perform an annual
review of the account (103.22d4) and renew, biennially
(103.22d5), a statement certifying that the exempt
person's account was monitored and the exemption
remains appropriate?

Reporting

- Suspicious Activity Reports (SAR)

9.0.

Does your CU have an adequate process for identifying
suspicious transactions and monitoring accounts for
suspicious activity? 103.18a?2iii

9.0.a

e |s a Suspicious Activity Report (SAR) filed within 30
days after discovery of a suspicious activity? 103.18b3

9.0.b

e |s supporting documentation for a SAR retained for 5
years? 103.18d

9.0.c

e Does your CU document the decision process on
whether to file a non-mandatory SAR?

Recordkeeping - Monetary Instruments Log ($3,000 to $10,000)

10.0.

Does your CU maintain the necessary information for
the purchase or issuance, by currency, of credit union
checks, cashier's checks, traveler's checks, and money
orders for amounts between $3,000 and $10,000?
103.29a and 103.29b

Recordkeeping - Maintaining Historical Records on Certain Transactions

11.0.

Does your CU maintain adequate historical records on
certain transactions for 5 years? Use the list below as a
checklist.

=



mdickens
Note
Form 104 must be the exact form prescribed by the IRS, not minimized or on thermal paper.  The number for the IRS National Forms Distribution Center is 1-800-829-3676.

mdickens
Note
CTRs shall be filed by the credit union within 15 days following the day on which the reportable transaction occurred.

mdickens
Note
Transactions with the Federal Reserve Banks, Federal Home Loan Bank, US Banks, savings associations, and credit unions are always exempt from CTR reporting.  

Credit unions may exempt certain members from CTR reporting if they fall into one of the following categories:  Retail Businesses, Specifically Enumerated Businesses, Government Agencies, and Payroll Withdrawals.  See 13 CFR 103.22d for a discussion of the types of persons that may be exempted.  

A credit union designates each exempt person within 30 days after the reportable transaction in currency at which a person asks to be exempted under 103.22d. Except for situations covered by 103.22d3ii, credit unions designate an exempt person by filing Treasury Form TD F 90-22.53. 

mdickens
Note
An exemption will have dollar limits.  CTRs should be filed for transactions in excess of the dollar limits set forth in the exemption.

mdickens
Note
Credit unions must have an identifying and monitoring process to determine whether transactions have apparent lawful purposes and are the sort that a particular customer would normally be expected to engage in.  For unusual transactions, credit unions should file a suspicious activity report if , after examining the background and possible purpose of the transaction, the credit union knows of no reasonable explanation for the transaction after examining available facts.

mdickens
Note
A SAR must be filed within 30 days after discovery for suspicious transactions of any amount or when there is reasonable suspicion that a crime against the credit union has occurred and the amount of the loss is greater than $5,000 if a non-insider.  If an insider, then any amount.  

Supporting documentation is not to be sent with the SAR, but retained in a readily retrievable form by the credit union.

The fact that a SAR has been filed is confidential.  The person involved in the transaction must not be notified that a SAR was filed.  If the credit union is subpoenaed or requested to disclose a SAR or information therein, the credit union must decline and notify NCUA's Office of General Counsel except when the request is made by FinCEN, appropriate law enforcement, or bank supervisory agency.

Once an initial SAR has been filed for an ongoing activity, supplementary SARs may be filed every 90 days (instead of at each transaction) after notification to local law enforcement.

mdickens
Note
A credit union shall maintain a copy of any SAR filed and the original or business record equivalent of any supporting documentation for a period of five years from the date of filing the SAR. Supporting documentation shall be identified, and maintained by the credit union as such, and shall be deemed to have been filed with the SAR. A credit union shall make all supporting documentation available to FinCEN and any appropriate law enforcement agencies or credit union supervisory agencies upon request.

mdickens
Note
This is a best practice issue - there is no regulatory requirement to document the decision process for non-mandatory SARs.  

Mandatory SARs include:
• transactions involving insider abuse for any amount,
• violations aggregating $5,000 or more when a suspect can be identified,
• violations aggregating $25,000 or more regardless of whether a suspect can be identified,
• transactions that involve $5,000 or more that involve potential money laundering or violations of the Bank Secrecy Act
• computer intrusion - efforts to remove, steal, procure, or otherwise affect funds or critical information or to damage, disable, or otherwise affect critical systems of the credit union.
 
Refusal to file a mandatory SAR is a violation of the Bank Secrecy Act.

Non-mandatory SARs include other transactions identified as suspicious by the credit union due to no apparent business or lawful purpose.

mdickens
Note
The following information  must be maintained by the credit union for the purchase of credit union checks, cashier’s checks, traveler’s checks and money orders:  (a) name of purchaser; (b) address if purchaser does not have an account at the credit union; (c) purchaser’s account number, or social security number; (d) date of birth of the purchaser if they do not have an account at the credit union; (e) date of purchase; (f) type of instrument purchased; (g) serial number of each purchased instrument; (h) dollar amount of each purchase by currency; (i) method used to verify identity of purchaser; and, (j) indication if transaction is part of a multiple sale during one business day.

This information may be maintained in the form of a log or produced, on demand, from a credit union’s data processing system.  If information is maintained in the data processing system, credit union should be able to produce report or reports showing all required information upon request.

mdickens
Note
Credit unions must maintain records of certain transactions for five years or longer.  These transactions are listed in questions a-l, below.  


11.0.a

e Extensions of credit greater than $10,000, except
those secured by an interest in real property?
(103.33(a))

11.0.b

e Attempts to transfer more than $10,000 to or from any
person, account or place outside the U.S.? (103.33(b))

11.0.c

e All signature cards? (103.34(b)(1))

11.0.d

e Member transaction statements or ledger cards?
(103.34(b)(2))

11.0.e

e CU and member share drafts or money orders over
$100? (103.34(b)(3))

11.0.f

e All withdrawals, other than share drafts or money
orders, over $100 to accounts, except CU charges or
periodic charges made pursuant to an agreement?
(103.34(b)(4)

11.0.9

e Transfers of more than $10,000 to any person,
account, or place outside the US? (103.34(b)(5,6))

11.0.h

e Drafts over $10,000 issued by, or drawn on, a foreign
bank and paid by your CU? (103.34(b)(7))

11.0.i

e Transfers of credit, cash, drafts, other checks,
investment securities or other monetary instruments
over $10,000 received directly from a foreign bank,
broker or dealer in currency located outside the US?
(103.34(b)(8,9))

11.0,]

e Records which allow tracing of deposited share drafts
over $100? (103.34(b)(10))

11.0.k

e Name, address, taxpayer |D#, date of transaction,
description of instrument, and method of payment for
purchases and redemptions of share certificates?
(103.34(h)(11,12))

11.0.

e Deposit slips or credit checks for transactions, or
equivalent wire transfer and direct deposit transactions,
over $100 which specify the amount of currency
involved? (103.34(b)(13))

Specific Products & Services (Wire Transfers)




12.0.0

Since the prior exam, has your CU offered wire transfer
services? If the answer is NO, skip to question 13

=

12.0.a

e With regard to wire transfers, does your CU retain, for
5 years, the required information for each payment
order that it accepts of $3,000 or more? 103.33e

=

12.0.b

e |s the required wire transfer information, identified in
the above question, retrievable by reference to the
originator's name and account number? 103.33e4

=

Specific P

roducts & Services (Physical Transportation of Curre

Maintainance of an Account in a Foreign Country

13.0. |Has your CU been involved with the transportation of
currency outside the US or maintenance of an account
in a foreign country? If the answer is NO, skip to
question 14.
13.0.a |e Does your CU file a US Customs Form 4790 for the E]
physical transportation of currency in excess of $10,000
into or outside the USA?
13.0.b |e Is a Report of Foreign Bank and Financial Accounts [[=
indicating a financial interest in an account in a foreign
county filed annual on or before June 30? 103.24
Third Party Service Providers
14.0. |Does your CU using a third party service provider? (=
14.0.a Does your CU have an adequate due diligence @ o
process for reviewing actions taken by the third party to
comply with BSA requirements on behalf of the CU?
Maintaining a List of High Risk Accounts
15.0. |Does your credit union maintain a list of high risk =

accounts?

Do Not Submit this Form to the Division of Credit Unions

ncy Outside the US (over $10k) or Have



mdickens
Note
Scoping question - has the credit union originated or received wire transfers on behalf of members or non-members since the prior examination?

mdickens
Note
All records that are required to be retained by this part shall be retained for a period of five years.  All such records shall be filed or stored in such a way as to be accessible within a reasonable period of time, taking into consideration the nature of the record, and the amount of time expired since the record was made.

mdickens
Note
The following information may be retained as original, microfilm, other copy, or electronic record:  (a) Name and address of the originator (sender of payment order); (b) amount of payment order; (c) date of payment order; (d) payment instructions from originator; (e) name of the financial institution where the payment order is to be credited; (f) name, address, and account number of the recipient of the payment order.

mdickens
Note
Credit union must file Form 4790 if it transports more than $10,000 in currency to or from the USA.  

A credit union is not required to file Form 4790 for actions taken by individual members, unless the credit union has a reasonable belief that the member did not file or member activity appears suspicious, then a SAR may be appropriate.

mdickens
Note
This form does not need to be completed for currency transported through the postal service or by common carrier.  Report of Foreign Bank and Financial Accounts is often referred to as “FBAR”; it is Form TD F 90-22.1.

mdickens
Note
Credit unions may use third parties to assist with BSA/AML compliance or to provide services and products.  However, credit unions cannot transfer BSA/AML liability to a third party.  The credit union remains responsible for compliance.

Areas of operation that might involve third parties in BSA/AML activities include: new members, indirect lending, account monitorign, shared branching, ATMs, brokers, CUSOs, 314a searches, customer identification, and others.

mdickens
Note
Credit unions cannot assume that third parties are effectively meeting BSA/AML compliance responsibilities on their behalf.  

Like other areas of credit union operations, appropriate internal controls must be implemented to review actions taken by third parties and third party performance should be reviewed during independent testing.  Credit unions cannot transfer BSA/AML liability to third parties.

mdickens
Note
High risk accounts are accounts that a credit union has determined pose specific money laundering risks due to the nature of a business, occupation, or anticipated transaction activity.  Credit unions should look at services sought, source of funds, geographic location, and other factors when determining whether an account is high risk.  

In general, accounts operated for senior foreign political persons and their family members and close associates (collectively known as politically exposed persons), nonresident aliens, cash-intensive businesses, non-bank financial institutions, or professional service providers may have a higher inherent risk of money laundering or terrorist financing activity. 

However, within any category of business, there will be members that pose varying levels of risk.  Each individual account must be reviewed to determine whether it should be classified as high risk.  


APPENDIX II

BANK SECRECY ACT/ANTI-MONEY LAUNDERING
EXAMINATION MANUAL

APPENDIX I

RISK ASSESSMENT LINK TO THE BSA/AML COMPLIANCE
PROGRAM

Risk Assessment Link to the BSA/AML Compliance Program

Risk Assessment Internal Controls
Identify & Measure Risk: Develop Applicable:
* Products « Policies
» Services » Procedures
+ Customers - Systems
* Geographies + Controls

W

Risk-Based BSA Compliance Program

Internal Controls

Audit

BSA Compliance Officer
Training
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APPENDIX III

BANK SECRECY ACT/ANTI-MONEY LAUNDERING
EXAMINATION MANUAL

APPENDIX J

QUANTITY OF RISK MATRIX

Examiners should use the following matrix, as appropriate, when assessing the

quantity of BSA/AML risks.

Low

Stable known customer base.

No electronic banking (e-
banking) or the web site is
informational/non-transactional.

On the basis of information
received from the BSA-reporting
database, there are few or no
large currency or structured
transactions.

Identified a few high-risk
customers and businesses.

Moderate

Customer base increasing due to
branching, merger. or
acquisition.

The bank is beginning e-banking
and offers limited products and
services.

On the basis of information
received from the BSA-reporting
database, there 1s a moderate
volume of large currency or
structured transactions.

Identified a moderate number of
high-risk customers and
businesses. These may include
check cashers, convenience
stores, money transmitters, casas
de cambio, import or export
companies, offshore
corporations, politically exposed
persons (PEPs), nonresident
aliens (NRAs), and foreign
individuals).

High

A large and growing customer
base in a wide and diverse
geographic area.

The bank offers a wide array of
e-banking products and services
(i.e., account transfers, e-bill
payment or accounts opened via
the Internet).

On the basis of information
received from the BSA-reporting
database, there is a significant
volume of large currency or
structured transactions.

Identified a large number of
high-risk customers and
businesses. These may include
check cashers, convenience
stores, money transmitters, casas
de cambio, import or export
companies, offshore
corporations, PEPs, NRAs, and
foreign individuals).

FFIEC BSA/AML Examination Manual
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Low

No foreign correspondent
financial institution accounts.
The bank does not engage in
pouch activities, offer special-
use accounts, or offer payable
through accounts (PTAs), or
provide U.S. dollar draft
services.

The bank offers limited or no
private banking services or trust
and asset management products
or services.

Few international accounts or
very low volume of currency
activity in the accounts.

A limited number of funds
transfers for customers,
noncustomers, limited third-
party transactions, and no
foreign funds transfers.

Moderate

The bank has a few foreign
correspondent financial
institution accounts, but typically
with finanecial institutions with
adequate AML policies and
procedures from low-risk
countries, and minimal pouch
activities, special-use accounts,
PTAs, or U.S. dollar draft
serviees.

The bank offers limited domestic
private banking services or trust
and asset management products
or services over which the bank
has investment discretion.
Strategic plan may be to increase
trust business.

Moderate level of international
accounts with unexplained
currency activity.

A moderate number of funds
transfers. A few international
funds transfers from personal or
business accounts with typically
low-risk countries.

High

The bank maintains a large
number of foreign correspondent
financial institution accounts
with financial institutions with
inadequate AML policies and
procedures from, particularly
located in high-risk jurisdictions,
or offers substantial pouch
activities, special-use accounts,
PTAs, or U.S. dollar draft
services.

The bank offers significant
domestic and international
private banking or trust and asset
management products or
services. Private banking or
trust and asset management
services are growing. Products
offered include investment
management services, and trust
accounts are predominantly
nondiscretionary versus where
the bank has full investment
discretion.

Large number of international
accounts with unexplained
currency activity.

A large number of noncustomer
funds transactions and payable
upon proper identification
(PUPID) activity. Frequent
funds from personal or business
accounts to or from high-risk
jurisdictions, and financial
secrecy havens or jurisdictions.
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Low

The bank is not located in a
high-intensity drug trafficking
arca (HIDTA)'" or high-
intensity financial crime area
(HIFCA). No fund transfers or
account relationships involve
HIDTAs or HIFCAs.

No transactions with high-risk
geographic locations.

Low turnover of key personnel
or frontline personnel (i.e.,
customer service representatives,
tellers, or other branch
personnel).

Moderate

The bank 1s located 1n an
HIDTA or an HIFCA. Bank has
some fund transfers or account
relationships that involve
HIDTASs or HIFCAs.

Minimal transactions with high-
risk geographic locations.

Low turnover of key personnel,
but frontline personnel in
branches may have changed.

High

Bank is located in an HIDTA
and an HIFCA. A large number
of fund transfers or account
relationships involve HIDTAs or
HIFCAs.

Significant volume of
transactions with high-risk
geographic locations.

High turnover, especially in key
personnel positions.

' A list of HIDTAs is available at www.whitehousedrugpolicy.gov/index.html
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